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Nuclear Command, Control and Communications (NC3) 

ABSTRACT: Geopolitical changes, coupled with emerging and dangerous adversarial 

technologies, drive an urgent need to modernize the old and antiquated US NC3 system.  

Despite this strong impetus, modernization is only progressing slowly.  The US government is 

not yet structured for the challenges of NC3 modernization, nor has it motivated the defense 

industrial base (DIB) and innovation base to support the effort.  To better facilitate NC3 

modernization, the government must define the desired architecture, communicate a clear 

demand signal, incentivize the DIB and innovation base, create effective governance and agile 

acquisition processes, and mitigate security clearance and facility challenges. 
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Executive Summary 

 

Geopolitical changes, coupled with emerging and dangerous adversarial 

technologies, drive an urgent need to modernize the old and antiquated US Nuclear 

Command, Control, and Communications (NC3) system.  Despite this strong 

impetus, modernization is only progressing slowly.  The US government is not yet 

structured for the challenges of NC3 modernization, nor has it motivated the 

Defense Industrial Base (DIB) and innovation base to support the effort.  To better 

facilitate NC3 modernization, the government must, define the desired architecture, 

communicate a clear demand signal, incentivize the DIB and innovation base, 

create effective governance and agile acquisition processes, and mitigate security 

clearance and facility challenges. 

The NC3 Industry Study analyzed US government actions to implement NC3 

modernization and the DIB and innovation base’s readiness to support the effort.  

This report provides strategic context, and describes relevant industry, innovation, 

and market structure.  It also analyzes key areas including governance, acquisitions, 

the supply chain, industrial security, and human capital.  The analysis delivers useful 

insights for stakeholders involved in NC3 modernization. 

Collective analysis findings are addressed with the following five NC3 Modernization 

recommendation areas: 

1. Define the Desired Architecture 

 Collaborate with Government Funded Agencies 

 Create a High-Level Roadmap and Digital Engineering Platform 

 Incorporate Modularity 

 Solicit Threat-Based Research 

 Form a Threat Monitoring Advisory Committee 

2. Communicate a Clear Demand Signal 

 Articulate the Modernization Plan 

 Provide Appropriate NEC Manpower 

 Begin Execution Short of the 100% Solution 

 Identify and Exploit Disruptive Technologies 

 

3. Incentivize the Industrial and Innovation Base 

 Increase annual Science Technology and Education (STE) allocations at 

FFRDCs. 

 Create and Subsidize Secure Small Business Centers 

 Leverage Mutually Beneficial Relationships 

 Create Interoperability Within Programs 
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4. Create Effective Governance and Acquisition Agility 

 Designate a JADC2 Enterprise Lead and Integrate with NC3 

 Integrate NC3 Acquisition Under One PEO for Each Service 

 Establish Component Acquisition Executive (CAE) 

Responsibilities within USSTRATCOM Staff 

 Adopt Agile and DevSecOps Methodologies 

5. Mitigate Industry Security Clearance/Facility Challenges 

 Expedite Security Clearances for Personnel Supporting NC3 

 Adjust Classification Status to the Lowest Level of Acceptable Risk 

 Develop a Cloud-based Classified Network 
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“WHILE ONCE STATE-OF-THE-ART, THE NC3 SYSTEM IS NOW SUBJECT 

TO CHALLENGES FROM BOTH AGING SYSTEM COMPONENTS AND NEW, 

GROWING 21ST CENTURY THREATS.”1
 

– 2018 NUCLEAR POSTURE REVIEW 
 

 Introduction 

For nearly 75 years, nuclear weapons have served as a bedrock to US national 

security.2 However, a shift in focus away from nuclear weapons capability during 

the post-cold-war years contributed to their modernization and sustainment neglect.  

Now, due to great power competition and emerging and dangerous adversary 

technologies, it is clear the US needs to revitalize its’ nuclear capability.  However, 

the negative impact of three decades of neglect to the nuclear enterprise is also 

clear.  NC3 is the principal victim of this neglect.  The 2018 Nuclear Posture 

Review (NPR) clearly calls for NC3 modernization and leaders at all levels have 

reemphasized this need.  So, why does a modernization solution still seem so far off 

and what can be done about it? Moreover, is the DIB and innovation base prepared 

to help? To meet the NC3 modernization demand, the US government must define 

its’ desired architecture, communicate a clear demand signal, incentivize the 

industrial and innovation bases, create flexible acquisition processes, and mitigate 

security clearance and facility challenges. 

Purpose: This report analyzes US government efforts to modernize NC3 and 

assesses the DIB and innovation base’s ability to support them.  It also provides 

recommendations to improve modernization efforts.  To begin, it offers context for 

NC3 modernization by detailing the security environment, modernization drivers 

and challenges, and the overall defense industrial base status.  It then describes the 

structure of the DIB and innovation base and relevant market conditions.  Next, it 

analyzes key areas with modernization implications including: (1) governance, (2) 

acquisition with emerging technology and software considerations, (3) the supply 

chain, (4) industrial security, and (5) human capital.  Finally, this report provides 

actionable recommendations. 

 

Methodology: The information used in this analysis was obtained through 

extensive literature reviews and direct engagements with government agencies, 

university laboratories and defense industry firms during site visits and interactive 

online meetings.  The site visits and interactive meetings allowed students to 

identify facts and context surrounding NC3 modernization and facilitated candid 

discussions with NC3 experts.  This, in turn, led to a rich analysis and actionable 

recommendations. 

 

“NC3 Modernization” Definition: The term ‘NC3 modernization’ has various 

connotations that can confuse its’ analysis.  Throughout this paper, the term 

modernization assumes a combination of upgrading current systems and developing 

new architecture.  When the terms “Next Generation,” “NextGen,” or “NC3 Next” 
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appear, they specifically reference a new architecture to replace the NC3 legacy 

architecture. 

 

NC2 Definition: Nuclear Command and Control (NC2) is, “The exercise of 

authority and direction, through established command 

lines, over nuclear weapon operations by the President as 

the chief executive head of state.”3
 

NC3 Definition: NC3 is a complex “network of 
communications and warning systems that ensure 

dedicated connectivity” to enable NC2.4  NC3 is a 
system of systems consisting of early warning 
satellites and ground sensors, ground and airborne 
platforms, and data and voice delivery capabilities.  

(figure 1)5  NC3 accomplishes five mission 
essential functions: (1) detection, warning, and 
attack characterization, (2) nuclear planning, (3) 
decision-making conferencing, (4) receiving 
presidential orders, and (5) enabling management 

and direction of forces.6 

NC3 Industry Definition: The NC3 industry consists of firms skilled in cyber and 

electronic warfare technologies, space systems, software development, system 

integration, and aircraft manufacturing and sustainment.  Firms involved in these 

areas support NC3 in its current legacy form and will likely support NC3 

modernization.  Ideally, the DIB will expand with new firms being encouraged to 

support modernization efforts.   Firms with advanced software development and 

system integration capability will be key contributors.  Due to the technologies 

involved, firms in the NC3 industry require highly skilled human capital and must 

be capable of working with classified information.  Typically, large firms with 

necessary internal research and development resources take the lead, while smaller, 

more innovative firms, provide enhanced technical capability. 

 

 NC3 Modernization Strategic Context 

Security Environment 

China and Russia’s current nuclear modernization, coupled with their aggressive 

advancements in hypersonic, nuclear-propulsion, cyber-security, and electromagnetic 

(EM) spectrum technologies, pose a grave threat to the US NC3 system’s ability to 

detect, track, and classify adversary attacks in a timely and accurate manner.  The 

current US NC3 and Integrated Tactical Warning/Attack Assessment (ITW/AA) 

systems were designed for conventional nuclear delivery systems (i.e., Inter-

Continental Ballistic Missiles and strategic bombers); not disruptive technologies 

capable of evading the global network of sensors and corrupting the system’s 

software and hardware. 

Figure 1 NC3 Components5 
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Chinese nuclear capability and modernization has been a source of concern for the US 

since the nation became a nuclear power on 16 October 1964.7  Following China’s first 

nuclear weapon detonation, it has maintained a “no first use” nuclear policy and, 

instead, focuses on assured second-strike capabilities.8  With an estimated stockpile of 

280 warheads in 20189, China has developed a credible land and sea-based nuclear 

force consisting of medium-range, long-range, and intercontinental ballistic missiles.10 

In 2019, China also tested two different models of hypersonic surface-to-surface 

missiles.11 Capable of traveling up to Mach 8, hypersonic missiles travel faster than 

ballistic missiles and along non-ballistic trajectories.  This complicates detection and 

tracking, reduces assessment and decision-making time, and introduces a greater 

chance of mischaracterization and inadvertent escalation.12 It is also believed that 

China could field the strategic bomber leg of its nuclear triad within the next decade.13  

Even if China chooses to focus on further global economic expansion rather than make 

frequent changes to its nuclear strategy, the capabilities it already has and is developing 

represent risk to the US.   

 
In 2011, the Russia Federation implemented its 10-year State Armament Program 

(GPV – Gosudarstvennyi Programme Vooruzheniya) meant to modernize 70% of its 

military inventory by 202014; with strategic forces receiving the highest priority.15 

Any expectation that this commitment is merely the natural and timely 

modernization of aging equipment necessary to maintain nuclear equilibrium is blind 

to Russia’s real strategic intentions.  Russia is attempting to upend the half-century 

old nuclear “strategic gameboard” by changing how, where, and when it competes.  

Rather than continuing to play the “same [historic] game” of maintaining 

comparative nuclear parity, Russia has chosen a strategy of “selective new game” by 

creating and pursuing “unique advantage[s]” through the rapid development of 

inspirational – possibly unviable – strategic delivery systems such as hypersonic and 

nuclear-propulsion technologies that exploit believed vulnerabilities in the ITW/AA 

system’s family of sensors.16 In fact, two Avangard Hypersonic Glide Vehicle 

systems were scheduled to deploy in 2019 with a total of 12 by 2027.18
 

 
In addition to advanced delivery systems capable of exploiting NC3 and ITW/AA 

system vulnerabilities, China and Russia continue to advance offensive cyberspace 

and EM spectrum capabilities.  NC3 is reliant on cyberspace and the EM spectrum 

to enable the vast array of sensors and communications systems necessary to 

guarantee the transmission of information and orders, so successful attacks in these 

domains can prove devastating.  Despite immense efforts to “harden” cybersecurity, 

no enterprise so dependent on electronic systems can be invulnerable to cyber-

attacks.  It is assumed that adversarial cyber forces are constantly probing for 

weaknesses in NC3, and Chinese and Russian cyber weapons and tactics (i.e.  

malware, insiders, social engineering) will be used throughout any nuclear 

escalation to achieve their strategic goals.19 Chinese and Russian advanced 
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electronic warfare capabilities will also play a predominant role in any confrontation 

as they attempt to degrade the NC3 system, prevent national-level decision-making, 

and slow a US response.20 Developing these advanced technologies while continuing 

to innovate to compete with the US requires China and Russia to sustain a strong 

DIB. 
 

Although less robust than that of the US, the Chinese and Russian DIBs have proven 

capable of maintaining strong nuclear weapons programs and fielding disruptive 

technologies that are now complicating US NC3 modernization efforts.  Despite 

enduring challenges, Russia’s innovation and DIB is shedding some of its post-

Soviet Union afflictions and receiving renewed attention to achieve President 

Vladimir Putin’s vision of Russia’s place on the global stage.  In 2011, and for the 

first time in the post-Soviet era, Russia infused significant capital into its DIB; 

R20.7 trillion (approximately $700B) towards military modernization with R19 

trillion directed towards weapons procurement and R1.7 trillion towards 

modernizing the DIB.21 This attracted younger, more-qualified workers into the 

defense industry and inspired the “serial production of equipment.”22 Russia’s DIB, 

however, continues to have challenges.  Replacing aging submarines with an 

improved Borei-B design was cancelled due to cost inefficiencies.  The Tu- 95MS 

Bear and Tu-160Ms Blackjack are also nearing mandatory retirement while the 

PAK-DA stealth bomber replacement is still in the planning phase.23 24 Finally, the 

two leading units of Russia’s space agency – Energiya and the Khrunichev Center – 

are in financial trouble and the expiration of US contracts make them more 

dependent on state funding.25
 

 
Chinese nuclear weapons being classified as low quality and low inventory is a 

potential result of Beijing’s long-term policy of “no first use.”26 However, in the last 

three years, China has produced an estimated ten warheads and continues to make 

improvements in its’ conventional and nuclear arsenal.  Comprised of over 200 

enterprises and institutions with advanced technology and equipment and an 

overabundance of human capital with heavy Science, Technology, Engineering and 

Mathematics (STEM) backgrounds, China’s DIB is making significant gains in both 

conventional and nuclear weaponry, and non-kinetic means.27  Threats stemming 

from great power competition are one of many factors driving the need for NC3 

modernization. 

 

Additional Modernization Drivers 

The 2018 NPR identified the nuclear triad as the most cost-effective and strategically 

sound means to ensure nuclear deterrence, and called for the modernization of aging 

NC3 infrastructure due to growing 21st century threats.28  General Paul Selva, 

Former Vice Chairman of the Joint Chiefs of Staff, stated: 

 

Our nuclear deterrent is nearing a crossroads.  To date, we have preserved this 
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deterrent by extending the lifespan of legacy nuclear forces and infrastructure 

in many cases for decades beyond what was originally intended.  We are now 

at a point where we must concurrently modernize the entire nuclear triad and 

the [NC3] infrastructure that enables its effectiveness.29 

 

While the current US NC3 system is functioning, portions of the system are long 

past their service life.  Moreover, manufacturers for some parts and capabilities in 

the NC3 system no longer exist.30  The current architecture is complex with system 

modifications spanning decades.31
 

 
In addition to the obsolescence of supplies, the current architecture’s complexity 

increases sustainment difficulties.  Currently, NC3 consists of 204 different systems 

with no common standards or operating system.32  Over the last 40 years, these 

disparate systems were cobbled together to create the NC3 enterprise.  Since these 

systems have differing standards, are not compatible, and often do not communicate 

with each other, system operational status and failures across the enterprise are 

difficult to ascertain.  Differing equipment standards across air, sea, land, and 

space-based systems increase the complexity of long-term maintenance and 

sustainability due to each system’s unique and specialized suppliers.  The 

opportunity and need to develop a new system with greater integration of 

maintenance and sustainability is another driver for modernization.  However, 

changes in the strategic and adversarial technology environment and the 

“entanglement” these factors create may be the greatest driver for modernization. 

 
The interaction between nuclear and non-nuclear domains, also called 

“entanglement,” requires a new way of doing NC3.33  In the cold war era, the 

boundaries between nuclear and non-nuclear capabilities were distinctly drawn by 

technology limits—ballistic missiles meant nuclear strike, satellites were immune 

from attack, and cyber-attacks did not exist.  Under these circumstances, maintaining 

a distinct conventional/nuclear line was not only possible, it was desirable.  Now, 

due to emerging technologies such as hypersonic weapons, anti-satellite capabilities, 

cyber weapons, and high precision/long range conventional munitions, C3 systems 

are facing added risk regardless of the mission they support (conventional or 

nuclear).  For NC3 to prevent strategic miscalculation, it must see, understand, and 

communicate in all domains.  All-domain C2 is emerging as a high priority 

requirement, and modernization driver as it requires nuclear incorporation.   

 

Modernization Challenges 

Despite the many good reasons to modernize NC3, progress has been slow.   This 

is due in large part to several challenges and impediments that are hindering 

progress.  Two of the biggest challenges are complexity and culture. 
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NC3 is complex in size and scope.  This is problematic for sustainment and, 

therefore, serves as a driver for modernization; however, it also serves as an 

impediment.  The vast array of technologies currently integrated into the NC3 

system have emerged over decades.  Understanding how to move forward, given 

this context and the contemporary threat environment, to create a new NC3 

architecture is complicated.  Moreover, the vast array of systems is not governed 

by an single organization but is rather portioned between the 10 separate Program 

Executive Offices (PEOs) to include eight Air Force, and two Navy.35, 36 This 

creates a lack of unity and a consequential lack of unified governance.  These two 

sub-factors of complexity coalesce to further impede modernization overall and 

make answering essential questions exceedingly difficult.   

 
As leaders at US Strategic Command (USSTRATCOM) contemplate the complexity 

and try to develop the NC3 architecture of the future, they are suffering from 

“analysis paralysis” which, as the term implies, paralyzes movement.  Even if there 

were unity of effort, the balance of the necessary questions requires detailed 

analysis, and consequently, time.  How exactly should modernization move 

forward? What are the risks of different options? What is possible? These difficult 

questions, and the analysis each requires, contribute to the pedestrian modernization 

pace.  In addition to complexity, differing cultures within the organizations 

supporting NC3 are at odds. 

 
Culture clashes between NC3 stakeholder agencies also impede NC3 modernization.  

Seasoned NC3 leaders and advisors are resistant to deviate from the current legacy 

architecture while newcomers, academia, and industry are advocates for a clean 

slate, evolutionary NC3 architecture.  The perceived safety and reliability of the 

legacy architecture is appealing to an NC3 community inculcated with a need for 

perfection and years of trust in the legacy way of providing NC3.  There are 

strengths and weaknesses in each approach, and moving forward will require 

government, academia, and industry to work together. 

 

The US Defense Industrial Base 

The US DIB supports economic prosperity and global competitiveness and arms 

the military with capabilities to defend the nation.  According to the 

Cybersecurity and Infrastructure Security Agency (CISA): 

 
The Defense Industrial Base Sector is the worldwide industrial complex that 

enables research and development, as well as design, production, delivery, and 

maintenance of military weapons systems, subsystems, and components or parts, 

to meet US military requirements.  The Defense Industrial Base Sector provides 

products and services that are essential to mobilize, deploy, and sustain military 

operations.40
 



7 

NC3 INDUSTRY STUDY | FINAL REPORT 

 

 
On July 21, 2017, President Donald J.  Trump signed Executive Order (E.O.) 13806 

on Assessing and Strengthening the Manufacturing and Defense Industrial Base and 

Supply Chain Resiliency of the United States.  Per the report, the industrial base 

faces a unique set of challenges including sequestration and uncertainty of 

government spending, the decline of critical markets and suppliers, unintended 

consequences of US Government acquisition behavior, aggressive industrial policies 

of competitor nations, and the loss of vital skills in the domestic workforce.41  There 

are a limited number of firms within the DIB dedicated to the modernization and 

development of the US nuclear arsenal and NC3.  These firms include Boeing, 

Northrop Grumman, General Dynamics, Lockheed Martin, Raytheon, L3Harris, and 

United Technologies. 

 

Each firm has delivered quality products for years and shows the following 

strengths: 

(1) Continued revenue growth increasing its ability to allocate funds for 

future growth initiatives 

(2) Strong order backlog indicating significant demand for the firm's products 

and services 

(3) Strong focus on research and development that enables product innovation 

(4) A focus on innovative technologies such as big data, cloud computing, 

cybersecurity, distributed systems, immersive learning, networking, 

communications, and quantum physics 

(5) Geographic diversification 

 

These firms also display weaknesses in the following areas: 

(1) Significant dependence on subcontractors and suppliers 

(2) Decline in liquidity position which limits the ability to fund 

future growth opportunities 

(3) Cost overruns due to unresolved problems in product delivery 

(4) Significant pension benefit obligations 

(5) Susceptibility to economic and political environments due to 

overreliance on a single geographic region for revenue 

 
NC3 Industry Study students conducted research and detailed analysis of four of 

these firms: General Dynamics, L3Harris, Raytheon, and United Technologies.  

(Appendixes B-E) This analysis revealed that NC3 industry solvency is dependent 

on the government and, more specifically, the DoD.  This led to a conclusion that, 

in the era of great power competition, the government must do what it can to 

support the DIB’s efforts to build a skilled workforce and infrastructure, and 

obtain a stable funding stream.  Government support to the DIB is essential to all 
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NC3 modernization efforts. 

 

 NC3 Innovation & Industry Structural Analysis 

NC3 Innovation Ecosystem 

NC3 innovation exists within a triple helix where the government, industry, and 

academia interact to promote and sustain creative thinking in an innovation 

ecosystem.  Dr.  Henry Etzkowitz, Professor at University of London, Birkbeck 

School of Management and creator of the “Triple Helix Theory,” explains how 

relationships in industry, government, and academia interact to drive innovation 

across societies, and how societal norms determine which strand of the helix has 

primacy over the other in driving innovation.42  Since NC3 is a niche system, 

within a monopsony market, the government plays the leading role in innovation. 

Government drives demand and resources innovation within the Federally Funded 

Research and Development Centers (FFRDC), University Aligned Research 

Centers (UARCS), and industry.  However, the risk-averse culture within the NC3 

community negatively affects interactions within the NC3 triple helix and continues 

to present innovation barriers. 

 

Innovation Barriers 

Cultural differences within the NC3 innovation ecosystem present barriers to 

communication, understanding, and innovation.  They subsequently prevent the 

ability of the NC3 innovation success triangle to reach full potential.  Resistance 

to cultural change within NC3 governance structures creates organizational friction 

that negatively affects its relationship with industry.  For example, the NC3 

community does not agree about what the next generation NC3 architecture should 

look like.  The more seasoned personnel within the community are resistant to 

deviating from the current “Thin and Thick Line” (survivable and day-to-day 

communications) (Appendix A) construct.  Newcomers to the community advocate 

for a clean-slate concept, as does academia and industry.  Until an agreement is 

achieved, and a requirement is sent to industry, NC3 innovation will remain 

stagnant. 

 

Additionally, perceived competition between industry, FFRDCs, and UARCs serves 

as an innovation barrier that is hindering collaboration.  Industry leaders indicate 

concern with FFRDCs and UARCs providing innovative ideas and intellectual 

property rights to the government.  This practice restricts private industry profit 

because government may own intellectual property rights to technology that private 

industry sought to develop.  Moreover, FFRDCs and UARCs compete for research 

and development dollars and therefore do not always collaborate on innovative ideas.  

Only one prominent FFRDC visited during this study acknowledged collaboration 

with a UARC on NC3 innovation.  Regardless, the competition, or perceived 

competition for government research dollars, can be a barrier to collaboration within 

the NC3 innovation ecosystem. 
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NC3 Market: Now and Next 

NC3 modernization is required before the 

system reaches end of life.43  However, as a 

result of continued reliance on existing 

capabilities, the old system cannot simply be 

“turned off” while it is either upgraded or 

entirely replaced.  This creates the challenge of 

upgrading the existing architecture while 

designing, funding, and fielding the next 

generation of NC3.  This dual effort, 

maintaining the current system and designing a 

future system, places NC3 within two market 

structures; one mature and one maturing.  Understanding the current market system 

will better enable the US to mold the future marketplace to maximize innovation 

and competition.  Michael Porter’s Five Forces will be used as a tool to analyze 

these markets.44 (Figure 2) 

Now 

As the principle buyer of NC3 technologies and the system of systems the government 

controls significant portions of market demand for NC3 technologies and ideas.  As 

most NC3 technology is not dual use, meaning it serves limited marketability outside 

of its primary function, the government controls a monopsony of buying power.  In 

theory this strengthens the government’s buying position,45 but closer examination 

shows the government’s purchasing power is dominated by other factors. 

The government has relatively low bargaining power over existing equipment 

suppliers.  Because NC3 systems must always function, the government is reliant on 

suppliers who provide the niche systems—suppliers are thus advantaged.  For 

example, General Dynamics supplies the “Direct System” incorporated into the 

current NC3 architecture and the system distributes, receives, and authenticates 

Emergency Action Messages (EAMs).  This capability is not easily replaced 

without disruption or wholesale architecture changes.  Therefore, the government’s 

demand is inelastic and General Dynamics has a pricing power advantage and, in 

this context, little motivation to innovate on the existing system. 

The buying power of the government is further reduced because of high barriers of 

entry and limited product substitutions.  Top Secret and Special Access Program 

classification levels are expensive to obtain and long lead times for certification 

limits most businesses from entering the market.  Additionally, expenses for 

personnel with security clearances, facility clearances, and secure computer 

network access limits all but the largest defense contractors from entering the 

market. 

No substitute exists for the NC3 system.  The government must have a reliable and 

Figure 2: Porter's Five Forces and the NC3 

Market 
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credible NC3 system and sending EAMs to the warfighter cannot be substituted as 

long as the US needs a nuclear deterrent.  At the system level, threat of substitutes 

is also low because most NC3 systems are uniquely designed and customized for 

the legacy architecture.  This combined effect of high barriers to entry and limited 

substitutions reduces most advantages of the government’s monopsony.46 

The bargaining power of suppliers is largely defined by the limited number of major 
defense firms operating in the NC3 market.  This oligopoly of contractors operates 
more as “compet-a- mates” than competitors.  As each company carves out their 
own specialization “niche,” the effective number of companies competing on any 
program is further reduced to one or two bidders.  As an example, General 

Dynamics, L3Harris, and soon-to-be Raytheon Technologies comprise the majority 
of the NC3 Market.  L3Harris has specialized communications and crypto systems, 
General Dynamics has the Direct System, and Raytheon Technologies has 
transmission and receiver equipment.  The incumbent corporations operate as an 
oligopoly operates -- in a protected market where they have virtual monopolies on 
their NC3 niche system.  Because the incumbents face little threat from competition, 
large defense contractors have significant supplier power.  With few competitors, 
the supplier power exceeds buyer power significantly.  This analysis bares out when 
looking at the NC3 system today.  An aged, expensive system, with few 

replacement parts, and long-term contracts that are not to the government’s 
advantage. 

 

Next 

What does the future market look like and what can the government do to better 
position itself? Because the next NC3 architecture is not yet defined, it is difficult to 
apply Porter’s Five Forces.  Today, as the government seeks inputs for the new NC3 
architecture, barriers to entry are low as the NC3 Enterprise Center (NEC) seeks 
concepts of operations and potential current technologies which will enable future 
advantages.  This enables new entities to enter the market and reduces the 

differentiation of products currently provided by traditional defense industries.47  To 

maximize innovation, the government has taken some action to reduce barriers to 
entry and enable non-traditional defense companies and federally funded research 
and development centers to join traditional defense corporations.  As an example, the 

government consulted with multiple non-traditional industries48 to explore 

technologies which enable real time system updates, data collection and 
unauthorized access recognition software which may play critical roles in 

maintaining the health and security of NC3 systems.49
 

As the number of entrants in the NC3 NextGen market increases, the ability for the 

government to shift between suppliers improves.  With growing market diversity and 
competition, the government will not be reliant on a small number of suppliers to 
generate new ideas and advance NC3 NextGen frameworks.  Low barriers to entry, 
increased number of suppliers, and similarity of products (at this stage, “clean sheet” 

ideas) at the initial stages of NC3 NextGen may shift suppliers from an oligopoly 

toward perfect competition.50  This near perfect competition may degrade again over 
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time as NC3 NextGen matures and classification requirements force non-traditional 
and smaller defense contractors out of the market. 

 

 

 Analysis: Key Modernization Areas 

Governance Implications 

The current governance structure of US NC3 capabilities appears clean on paper, 

but when examined at the Combatant Command (CCMD) and service levels it 

becomes increasingly chaotic, fragmented, and entangled with other command, 

control, and communication (C3) concerns.  This section examines authorities and 

governance structures relevant to the US NC3 enterprise and how those will affect 

acquisition activities while transitioning to the next generation NC3 architecture.  

It examines recent guidance from the Deputy Secretary of Defense, service NC3 

governance, and concludes with considerations for the NC3 connection with 

National Leadership Command Capability (NLCC).  The analysis presented here 

does not include NATO NC3 considerations other than to note that open 

architecture designs can best enable future US/NATO inoperability.  The section 

concludes with recognition of the entangled nature of NC2, Joint All-Domain 

Command and Control (JADC2), and NLCC. 

Deputy Secretary of Defense Directive Type Memorandum on DOD NC3 

Governance. 

On 17 April 2019 the Deputy Secretary of Defense (DEPSECDEF) appointed the 

Commander of United States Strategic Command (CDRUSSTRATCOM) as the 
NC3 enterprise lead via a directive type memorandum (DTM) entitled “Nuclear 

Command, Control, and Communication Enterprise Guidance.”53 The directive 

establishes NC3 enterprise policy and assigns responsibilities in support of the 
USSTRATCOM NC3 Governance Improvement Implementation Plan.  The 
authorities and requirements explicit in the memo empower CDRUSSTRATCOM to 
sign and distribute annual NC3 capability planning guidance; organize, resource, 

and operate an NEC; and, accept transfer of the Joint Systems Engineering and 
Integration Office (JSEIO) from the Defense Information Systems Agency (DISA).  
The JSEIO is central to the developing NEC, which will coordinate the architecture 
roadmaps and technical standards of the next generation NC3 capability. 

Other DoD key leader taskings of interest to this paper include: 

 Appointment of Undersecretary of Defense for Acquisition and 

Sustainment was appointed the NC3 Capability Portfolio Manager for 

the DoD, a responsibility which requires “maximizing accomplishment 

of desired outcomes within constraints.”54
 

 The DoD component heads must “operate, maintain, and change the 

operational configuration of NC3 systems as directed by 

CDRUSSTRATCOM,” and “Coordinate with CDRUSSTRATCOM to 

ensure NC3 modernization programs comply with architecture roadmaps 
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and technical standards.”55
 

 The Chairman of the Joint Chiefs of Staff (CJCS) has approval authority 

for any CDRUSSTRATCOM recommended changes to NC3 systems that 

affect the operational configuration of the National Military Command 

System (NMCS).56
 

This last delegation clearly contains a responsibility for both the CJCS and 

CDRUSSTRATCOM to have a common understanding on how the next generation 

NC3 system will interface with the existing NMCS systems as well as to anticipate 

future NMCS system integration or ensure open architectures compatible with future 

systems.  The Joint Staff is currently working on concepts to define JADC2 which 

will enable integration of all sensors and weapon platforms (air, land, sea, space, and 

cyber) on the battlefield.  Currently, the JADC2 effort lags the NC3 effort, with no 

clear governance structure, architecture, or requirements, while the services are 

proceeding to execute acquisition without a common vision of the joint result.57  If 

JADC2 and NC3 are not integrated to some degree, the concept that all sensors and 

weapons (including nuclear) are integrated will not be achieved. 

Service Execution of NC3 Acquisition 

As mentioned above, the NC3 DTM also requires that the service components 

modernize the NC3 system in accordance with USSTRATCOM architecture and 

technology standards.  While phrased so concisely that it may seem like an easy 

task, each of the nuclear services has its own unique nuclear governance structures 

which interact with the rest of the joint force in complex ways.  The US Air Force 

(USAF), which holds responsibility for approximately 75% of NC3 assets, owns a 

variety of platforms, sensors, and communication equipment fulfilling nuclear 

missions.  The USAF does not consolidate the equipment, and the organizations 

which procure it, under one structure.  The complexity of the USAF system 

requires a great deal of communication and coordination to even approximate an 

integrated effort.  Conversely, the US Navy (USN), with only one nuclear platform 

and one submarine launched missile system, has a significantly less complex NC3 

environment.  The following paragraphs examine the USAF and USN governance 

structures. 

 
USAF NC3 Governance 

The USAF manages an NC3 Weapon System, the AN/USQ-225, which is composed 

of 43 operational and 7 developmental systems managed by 8 PEOs.  Many of these 

components are additionally elements of the National Leadership Command 

Capability (NLCC), a few are general, dual-purpose use, and a small number have 

no identified PEO sustainment assignment.58  In order to clarify governance and 

management responsibilities the Air Force publishes Air Force Instruction (AFI) 13-

550, Nuclear, Space, Missile, Command and Control AIR FORCE NUCLEAR 

COMMAND, CONTROL, AND COMMUNICATIONS (NC3).  The following are 

some key responsibilities from the AFI: 
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 The Assistant Secretary of the Air Force for Acquisition, Technology 

and Logistics (SAF/AQ) is responsible for acquisition and sustainment 

of AF NC3 systems.59
 

 Air Force Global Strike Command (AFGSC) is responsible for “…strategic 

vision and roadmap and identify requirements…,” and serves as the lead 

command for NC3 and the AN/USQ-255.60
 

AFGSC executes much of this function through the Air Force NC3 Center 

(AFNC3C) which is the AFGSC lead to organize, train, and equip for the 

AN/USQ-255.  These responsibilities include requirements, system architecture, 

and life-cycle assessment activities.61
 

The Air Force Nuclear Weapons Center (AFNWC) NC3 Integration Director 

(AFNWC/NC) is the “Principle Integrator for AN/USQ-255 materiel management 

and sustainment activities,” is one of the 8 AF PEOs, and is given “authority and 

responsibility for weapon system architecture…,”62 a delegation which appears to 

overlap with the AFNC3C’s responsibilities. 

The governance portion of the AFI establishes a structure intended to engage with 

that of the Office of the Secretary of Defense for NC3 and NLCC.  It establishes a 

three-level system composed of a NLCC/NC3 Council at the 4-star level, chaired by 

AFGSC, to “exercise authority, responsibility, and establish priorities for AF 

NLCC/NC3.” The next layer down is the AF NLCC/NC3 Board, chaired by the 

AFGSC Deputy Commander and the Deputy Chief of Staff for Strategic Deterrence 

and Nuclear Integration (AF/A10), with the role to “provide senior-level Air Force 

oversight and strategic direction to resolve key NLCC/NC3 issues 

affecting the Air Force Nuclear Mission.”63 The final layer is the AF NLCC/NC3 

Group which is chaired by the AFNC3C Commander, AFNWC/NC, and AF/A10 

Nuclear, and acts as “action arm” for the Board and Council.  The governance bodies 

address requirements, architecture, resourcing, fielding, and sustainment, among other 

things.  This structure brings together the AF NC3 stakeholders in a well-defined 

hierarchy; however, it entangles the NLCC and NC3 functions.  The close coupling 

between NLCC and NC3, which are overlapping but distinct functions, and materiel, 

complicates NC3 management.  This appears to be a systemic DoD issue. 

USN NC3 Governance 

The Navy’s nuclear mission is focused on its Ohio class submarine fleet (soon to be 

replaced by the Columbia class modernization program) which carries the Trident 

II/D5 nuclear tipped, submarine launched ballistic missile.  In support of the 

submarines is the E-6B Mercury aircraft which carries NC3 equipment.64 The Navy 

manages the acquisition and sustainment of NC3 systems which support their 

nuclear mission via one senior level Executive Steering Committee (ESC).  The 

ESC has multiple subordinate parts which represent key Navy organizations and 

involves two acquisition PEOs. 

 
OPNAV Instruction F5420.116A, Navy Nuclear Command, Control, and 
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Communications Executive Steering Committee, directs the Commander, US Fleet 

Forces Command, to chair the Navy NC3 Executive Steering Committee, a body 

composed of 12 voting members.65 While the current 5420.116 contains controlled 

information on the purpose of the ESC the previous version states that “The ESC 

will function as a senior level decision body to review and adjudicate Navy- wide 

NC3 operations, policy, training, materiel, and other readiness issues..,” and 

“…oversee overall operation, sustainment, and requirements implementation of the 

Navy NC3 architecture.”66 Although the Navy governance and acquisition 

responsibilities very much parallel the Air Force’s, it is simpler, likely due to the 

smaller footprint, and cleanly separates NC3 from NLCC. 

NLCC, JADC2, and NC3 

While the existing NC3 governance information covered above provides insight 

primarily into the current situation, the future of national command capability and 

networks remains largely undetermined.  Title 10, § 171a., of US Code provides for 

a Council on Oversight of the National Leadership Command, Control, and 

Communications System within the DoD.  It is composed of the Undersecretaries for 

Policy, and Acquisition and Sustainment, Vice Chairman of the Joint Chiefs, (the 

last two as co-chairs), CDRUSSTRATCOM, the Director of the National Security 

Agency, the DOD Chief Information Officer, and others as designated by the 

Secretary of Defense.  It does not include representatives from the newly created 

Space Force and Cyber Command which will control key assets supporting NLCC,67 

and be heavily engaged in ensuring that those assets are adequately protected from 

cyber vulnerabilities and attacks.68 The statute assigns the Council responsibility for 

assessment, architecture development, and resource prioritization, among other 

things.  It also entangles NLCC with NC3 and does not require a 

long-term plan but year to year assessment and reporting mechanisms and a 

“description” of activities within the Future Years Defense Program.69 

 

Given budgetary constraints, it is doubtful that the US can afford for nuclear 

command and control, NLCC, and JADC2 communication assets to exist 

independently of each other.  Such a solution can be expected to result in 

wastefully redundant capability versus operationally desirable redundancies 

which anticipate failure mechanisms and allow for greater mission assurance 

instead of only greater cost. 

 

Acquisitions Implications 

The current DoD acquisitions process is neither designed nor optimized for a 

wholesale NC3 modernization effort.  Moreover, the large number of stakeholders, 

whether they be designers, or customers and/or suppliers of NC3 capabilities, has 

created a confusing environment where centralized control and sufficient funding 

have proven elusive.  Despite the innovative idea behind the NEC’s inception, it still 

falls short in providing an expedient solution to the NC3 modernization problem.  
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This is because the NEC is tasked with creating the blueprint but does not have 

acquisition authority.  That fact is a fundamental flaw in the current construct and 

one that defeats the proposed benefits of a singular leadership authority within 

USSTRATCOM. 

 
Two overarching concepts are recommended to resolve these issues.  They include 

consolidating agencies into a single governing body with the authority to make 

decisions, direct government, and commercial organizations, as well as provide 

funding.  Categorizing NC3 as a single weapons system to aid in stable and flexible 

funding that matches existing and emerging requirements is an additional 

recommendation.  The current DoD acquisition process is not designed or optimized 

for such an undertaking.  A key improvement would be the designation of NC3 as 

its own weapons system.  One could argue that this has already occurred.  In 2016 

the Air Force encompassed NC3 within the label AN/USQ-225.  While this meets 

the definition of a “weapons system,” it means nothing in terms of acquisitions.70 

For example, the F-35 is a designated “weapons system.”  Allotted funds for the F-

35 program can be spent on nearly any aspect of the aircraft and its support systems 

at the discretion of the Joint Program Office.  This is not true of the AN/USQ-225.  

Congressional funding is not assigned to the USQ weapons system where the 

services determine wherein the money goes.  Instead, it is assigned to one of the 100 

plus programs encompassed within the USQ designation.  This inefficiency will 

exacerbate integration efforts and elongate the modernization timeline as it may 

force programs to develop in series rather than parallel. 
 

Emerging Technology 

The DoD has been carefully considering an array of architectures and emerging 

technologies that can be combined to provide secure, survivable, and resilient 

communications in the face of modern, multi-domain threats.  It is time for the DoD, 

and specifically STRATCOM, to choose an NC3 architecture that incorporates the 

right emerging technologies.  The top three recommended focus areas are hypersonic 

weapons, cyber security, and electromagnetic spectrum dominance.  With proper 

signaling and incentives the defense industrial base is poised to research, develop, 

and produce capabilities within these key technology areas.  Many emerging 

technology areas are relevant to NC3 and prioritizing these areas is important to 

modernization efforts.  5G technology could enhance resiliency and flexibility.  

Artificial Intelligence/Machine Learning (AI/ML) has the potential to accelerate and 

improve the quality of decision making.  Quantum encryption and blockchain could 

strengthen security.  Laser communications can resist jamming.  These technologies, 

and many others, will contribute to NC3 NextGen; however, this Industry Study 

identified three emerging technology areas that should receive priority in the effort. 

 
Hypersonic weapons.  On 24 Dec 19, Vladimir Putin lauded that Russia had 
deployed the first nuclear-capable hypersonic missile system: “No other country 
possesses hypersonic weapons, let alone continental-range hypersonic 

weapons.”71 In 2019, China tested two different models of hypersonic surface-to-
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surface missiles.72 According to a report from the National Academies of 
Sciences, hypersonic missiles can travel at a speed of Mach 8, faster and lower 

than ballistic missiles.73  Hypersonics are difficult to detect and track and are of 
importance to the NC2 process.  Hypersonic speeds shrink the timelines for all 
phases of a response and, because conventional and nuclear hypersonic missiles 
are being developed in parallel, they also introduce the potential for inadvertent 
escalation.  Failure to discriminate between conventional and nuclear attacks 

may result in a nuclear response to a conventional attack.74  NC3 Next must be 
able to detect, track, and analyze hypersonic weapons (i.e.  determine target, 
attribution, etc.) and then provide decision support and the means to direct a 
timely response.  This threat redefines requirements for NC3. 

 

Cyber security.  Every nuclear force is made up of weapons systems, detection 
systems, and C2 nodes connected by a global network of communications and 
data-processing systems, all reliant on cyberspace, and all vulnerable to cyber-
attacks.  The threat of a cyber -attack on NC3 should provoke great concern, and 
illicit the question, “What emerging cyber technologies (i.e.  block chain 

encryption, cloud security) and processes (i.e.  DevSecOps, Cybersecurity 
Maturity Model Certification) can prevent an adversary from using a cyber- 

attack to trigger or disrupt nuclear capabilities?”75  Despite immense efforts to 

“harden” cybersecurity, no enterprise so dependent on electronic systems can be 
invulnerable to cyber - attacks.  It can be assumed that adversarial cyber forces 
are probing for weaknesses in NC3, and developing cyber weapons and tactics 

(i.e.  malware, insiders, social engineering) to achieve strategic gains.76 For NC3 

Next, cybersecurity should be baked in from the beginning, included in defense 
in depth, backup systems, and be monitored and aggressively defended 
throughout the system’s lifecycle.  To be survivable in the face of relentless 
cyber- attacks, NC3 requires multiple, independent communications paths with 
no single points of failure. 

 

Electromagnetic spectrum dominance capabilities.  The electromagnetic (EM) 

spectrum is the primary medium for communicating across all domains (land, 

sea, air, space and cyber), and is essential to NC3.  In addition to the political 

and economic forces that restrict access, the battle for the electromagnetic 

spectrum is also waged by militaries through electronic and spectrum warfare.77 

Both the Chinese and Russians have developed advanced electronic warfare 

capabilities to confront US forces.78  To provide assured radio and satellite 

communications for NC3, the DoD must invest in emerging technologies that 

are resistant to, or provide countermeasures for, jammers, directed energy, 

electromagnetic, microwave and other electronic weapons that adversaries will 

employ to disrupt NC3 links.  Advancements in electronic countermeasures, 

High Frequency (HF) / Very Low Frequency (VLF) / Advanced Extremely 

High Frequency (AEHF) systems, as well as laser communications are 

examples of new capabilities appropriate for NC3 Next. 
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Agile / DevSecOps 

NC3 Next will be a software-intensive system designed to continuously address 

threat-based requirements.  It must be able to incorporate and exploit emerging 

capabilities while utilizing a trusted software backbone as its foundation.  However, 

DoD’s most commonly used legacy waterfall software method will not provide the 

agility to develop and deploy software- intensive systems at the speed of mission 

needs.79 The adoption of Agile and DevSecOps methodologies and techniques could 

be especially useful in the rapid delivery of capabilities and the development of 

software architectures capable of withstanding evolving requirements and emerging 

threats.  These techniques insert an iterative process with a user integrated approach 

that races to produce minimally viable products early in the development phase, 

resulting in the delivery of flexible, resilient, and capable open mission standard 

architectures.80  Notwithstanding, while an NC3 Next system could greatly benefit 

from this novel software development approach, the acquisition ecosystem 

comprised of policy, culture, organizational structures, and resources, requires 

substantial improvement. 

 
While Agile and DevSecOps methods may not conform to all developmental 

software activities, some DoD programs such as the Air Force’s Kessel Run, F-22 

TACLInk, TACMAN,81 and the Protected Tactical Enterprise Services (PTES),82 all 

suggest today’s software development approaches should shift away from the legacy 

waterfall process towards agile and DevSecOps techniques.  These techniques 

deliver increased success rates in software development, improved quality, and 

‘speed-to-market’ of software products83 delivering focused solutions and faster 

innovation.84  The NC3 enterprise could leverage at-scale Agile processes to develop 

many of its software-defined infrastructures such as radios, receivers, conference 

networks, and terminals, where requirements are often independent and managed in a 

decentralized manner.  This would enable iterative and periodic software updates 

necessary to maintain and refresh capabilities to deliver a competitive advantage 

over threats and adversaries.  The DevSecOps environment broadens the Agile 

concept by breaking through industry and some of the weapon systems’ owners, 

acquisition, testing, and sustainment silos that have historically divided the people 

who make the software, from those who test, run, secure and maintain it.85
 

Scrum creators and Agile research authorities have validated that Agile and 

DevSecOps approaches are more effective and smoother under five distinct 

conditions: (1) the problem to be solved is complex, (2) solutions are initially 

unknown, (3) product requirements will most likely change, (4) the work can be 

modularized, and (5) close collaboration and rapid feedback from the user is 

possible.  These five conditions are commonly found in the software needs for 

innovative solutions.  The NC3 modernization initiative, its future NC3 Next End-

to-End system of systems, and the recent stand up of the NEC structure are all clear 

mandates to innovate.  As such, its’ system’s vital parts and provisions are ripe for 

an Agile developmental approach.  The NC3 Next unstable market environment, its 
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future solutions’ requirements volatility, and the potential for work modularity and 

partitioning across subsystems, constitute favorable conditions for Agile and 

DevSecOps methodologies. 

An Agile NC3 Next is heavily dependent on an acquisition framework with effective 

and flexible decision structures and guidance.  Currently, the NC3 enterprise 

organizational structure, and the application of rigid acquisition frameworks within 

it, are at odds with the need for flexible acquisition governance, and organizational 

and process agility.  In comparison, the new DoD Adaptive Acquisition Framework 

(AAF) and its associated Software Acquisition pathway, provide greater flexibility to 

use Agile, and DevSecOps approaches effectively.  Through contracts with targeted 

and tailored Agile provisions, software development increases the responsiveness 

towards required multi-level interface standards that enable a rapid integration of 

functions across domains and other acquisition programs. 

 
Supply Chain Implications 

Individually maintaining a myriad of unique systems is enormously expensive and 

complicated as sources evaporate, and technologies become obsolete.  With 

renewed focus by the National Defense Strategy (NDS), the NC3 enterprise has 

an opportunity to fix its’ deteriorating systems and supply chains. 

 

In the next generation of NC3, new architecture and policies must be created to 

optimize the long-term sustainability of the supply chain.  More suppliers must be 

encouraged to compete in the NC3 market through better government policies 

aimed at overcoming the barriers and costs associated with classified work.  

Additionally, NC3 modernization success and avoiding problems like those faced 

now, will require standardization of an upgradable architecture and expansion of 

the supplier base through focused government policies. 

It wasn’t until 2019 that 8-inch floppy disks at the Air Force’s ICBM sites were 

finally upgraded to a solid state device.86 Companies stopped manufacturing 8 inch 

floppy disks in the 1980s.87  Many of the computers involved in powering the 
current NC3 system similarly originate from the 1970s and 1980s.  In another 

example, Boeing no longer produces the E-4B communications platform (747 
Airframe) that started flying in the 1970s.  Most of the current system remains 
analog while the world completely transitioned to digital more than a decade ago.  
As sources and supplies dry up, NC3 barely survives on life support. 

The NC3 enterprise heavily depends on a few major defense contractors who 

maintain a near monopoly in their niche.  Raytheon controls almost all AEHF 
transmission technology, and Rockwell Collins has no competition on VLF 
transmissions.  General Dynamics cornered the market on the hardware command 
and control functions of NC3.  With the merger of Raytheon and United 
Technologies, most of the hardware (transmitters, antennae, receivers, etc.) will be 

produced by only one company.  This lack of diversity makes the NC3 supply chain 
vulnerable to a major disruption.  If United Technologies divests its NC3 mission or 
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experiences a major disruption (financial, natural disaster, cyber breach), then the 
mission risks failure with the loss of the supply of equipment and support for a 
significant portion of NC3.  The supplier base needs to expand to ensure resiliency 
of the supply chain. 

 
Industrial Security Implications 

Government policies and regulations that drive NC3 industrial security can have a 

negative impact on operating costs and innovation in the NC3 industry.  

Additionally, the current NC3 industrial security environment is one with high 

threats and high vulnerability, but without sound risk mitigation and 

countermeasures.  The result is a fragmented security apparatus, incongruous 

defensive systems, and ill-suited means to correct them both. 

 
To sustain the foundation of deterrence, the US cannot allow any compromise of its 
NC3 architecture.  Given the criticality of preventing compromise, the US 
government has promulgated industrial security policy and regulations to protect the 
enterprise.  Policy dictates DoD components and the Defense Counterintelligence 
and Security Agency (DCSA) will provide counter intelligence (CI) and security 

support to the NC3 enterprise.90  These entities will assign CI and security support to 
NC3 systems based on component “ownership” (e.g., the Air Force Office of Special 

Investigations {AFOSI} will provide support for Air Force systems.91) To amplify 
these protective actions, the government requires industrial partners comply with 

security regulations by way of specific contractual terms.92
 

 

While policy and regulation seek to protect a critical government interest, they have 

a negative impact on industry.  To comply, industry partners must hire additional 

personnel and implement costly security measures such as construction of Sensitive 

Compartmented Information Facilities (SCIFs).  Increased costs and corporate 

expertise gained through experience dealing with burdensome security regulations 

serve as barriers to market entry and firms outside the market face significant capital 

investment requirements to compete for NC3 contracts, particularly due to meeting 

security requirements for SCIF space and classified information technology systems.  

As a result, prospective entrants will choose not to enter the market, which will in 

turn reduce the potential for both innovation and place upward pressure on overall 

market prices. 

Though multiple models exist to characterize industrial security, they all converge 

to focus on the threat itself, vulnerabilities (i.e., susceptibility to attack), and risk 

management and countermeasure capacity.93  America’s adversaries make the NC3 

enterprise a top priority, so the threat against it is high.  Foreign intelligence entities 

(FIEs) seek to both penetrate NC3 systems and to understand American plans and 

intentions.94  Another adversary objective is to obtain US NC3 vulnerability and 

counter-vulnerability data to “leap-frog” ahead of US defensive measures.95  By 

achieving these objectives, US adversaries can cast doubt in the minds of American 

decision-makers about the credibility and assurance of US NC3 systems and, in the 
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extreme, prevent the US from achieving its goals in a nuclear conflict. 

Compounding the priority problem are robust adversary capabilities to attack the US 

NC3 enterprise.  US adversaries possess incredibly sophisticated open source 

intelligence collection capabilities that thoroughly exploit America’s democratic 

openness.  They collect and analyze in detail openly available information such as 

documents and postings about congressional defense authorizations and 

appropriations, US military and intelligence world-views and capabilities, research 

and development plans for US weapon systems, and DIB patents and programs.96 

With library-like indexing, retrieval, and automated search capabilities, adversary 

intelligence analysts are capable of strategic, comprehensive research.97  US 

adversary cyber collection operations significantly supplement open source 

collection operations.  The goal of these operations is to steal trade secrets, 

intellectual property, new technology, and defense contractors and government 

agencies are prime targets.98  Top US adversaries, particularly Russia and China, also 

have robust human intelligence operation capabilities, both overt and clandestine.  

Given the high priority adversaries place on the US NC3 enterprise, and their robust 

capabilities to attack it, the threat is critically high. 

The NC3 enterprise is vulnerable to this critically high threat because a protective, 

holistic view of the enterprise does not exist as responsible security organizations 

are stove-piped, defensive systems are incongruous, and synergistic enterprise 

capabilities to defeat the threat are poor.  There is no enterprise-level apparatus 

with a holistic view of potential threats to or actual attacks against the US NC3 

enterprise because they are all stove-piped within themselves.  The same is true for 

cyber defense and insider threat systems as US NC3 partners use their own 

individual systems.  These systems do not connect to each other and do not 

incorporate specific adversary intentions or tactics.  Without an understanding of 

adversary targets, methods, and priorities, one can best characterize these systems 

as perimeter defense.99
 

Completing the industrial security model is risk management and countermeasure 

capabilities.  Across research engagements, US NC3 partners vocalized a lack of 

CI support.  With one exception, entities did not receive tailored training or threat 

advisements.  They did not have cyber-specific CI analysis.  They did not have 

incident reporting systems that could trigger CI investigations.  The capacity to 

conduct CI investigations with a US NC3 enterprise-wide view does not exist, nor 

does the ability to conduct offensive CI operations.  On balance, large seams exist 

across the US NC3 enterprise in terms of detecting, responding to, and neutralizing 

adversary threats to industrial security.  This is particularly noteworthy given that 

the beginning point of an NC3, 50-plus year modernization program is the perfect 

time for adversaries to exploit these seams.  To remedy this poorly equipped 

industrial security apparatus, the United States should create a subsidy-based 

solution and a dedicated CI and security capability to protect the NC3 enterprise in 

its entirety. 
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Human Capital Implications 

People are the government’s most significant asset, which is emphasized in the 

strategic goals of the President's Management Agenda (PMA), NDS, and National 

Security Strategy (NSS).  The DoD needs to attract and retain top technical talent to 

support modernization and the next generation of the NC3.  DoD competes against 

industry for highly sought-after disciplines to include engineering, computer 

science, data analytics, and emerging technologies.  As such, DoD needs innovative 

recruitment and retention programs. 
 

The civilian workforce supporting NC3 is aging, and a new generation needs 

significant training to replace retirees.  In 2018, only 6% of the civilian workforce 

was in its 20s compared to 21% in the private sector.102 The NC3 field consists of a 

limited number of experts, and most are considered "gray beards" who have already 

retired or will do so in the imminent future.  There is a recognized talent shortfall for 

STEM labor across the nation and an overall shortage of human capital in the federal 

government.  Most graduate students are foreign nationals who cannot work in NC3 

programs,  while US citizens typically do not pursue graduate degrees due to 

lucrative salary offers from industry.103  This issue is compounded further by 

increasing globalization and a diminishing domestic manufacturing sector, which 

significantly limits US capabilities and expertise.104  “The Contest for Innovation: 

Strengthening America’s National Security Innovation Base in an Era of Strategic 

Competition,” generated by the Ronald Reagan Institute concludes that an 

insufficient supply of STEM skills creates inherent risk, from a decline in production 

capacity to decreased innovation.105  The severity of the issue has been recognized by 

the President and Congress and resulted in creation of a 2019 strategic plan for 

STEM education released by the White House titled, “Charting a Course for 

Success: America’s Strategy for Stem Education.”106  Other policy responses include 

an Executive Order on “America’s Cybersecurity Workforce” being issued in May 

2019 and the House Committee on Oversight and Reform conducting a Hearing 

entitled “NextGen Feds: Recruiting the Next Generation of Public Servants” in 

September 2019. 

The defense ecosystem is reliant on STEM knowledge and core trade skills to ensure 

a comprehensive approach to nuclear deterrence.  Even individuals with these 

qualifications will need a Top- Secret clearance, possibly with Special Access 

Program caveats, and either have NC3 experience or receive training in this niche 

discipline.  To ensure this no-fail mission succeeds, the government will need to 

develop private and public partnerships and collaborate with industry and academia, 

to include FFRDCs and UARCs to develop robust solutions to protect the American 

people at home and abroad. 

The Civil Service System has not been updated since it was established 
approximately 40 years ago, resulting in obsolete policies and job classifications that 
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focus on compliance and transaction management rather than results and customer 

service.107  According to OPM, it takes an average of 98 days to hire someone 

without a security clearance.108  Although the backlog of security investigations has 
declined since the standup of the Defense Counterintelligence and Security Agency, 
and initial Top-Secret clearances for the DoD industry averaged 289 days during the 

fourth quarter of FY 19,109 there is still plenty of room for improvement.  Job seekers 
are not willing to wait 10-months to begin work when there are plenty of private-
sector positions that can bring them on board within days.  In addition, the federal 
government typically lags 31% behind the private sector concerning pay, and there 

are more significant discrepancies for high demand markets such as cybersecurity.110 

The human capital market is highly competitive, and the government must take 
advantage of lessons learned and best industry practices to attract the best and 
brightest.  The government already acknowledges that its employees are its greatest 
asset, so it must introduce new approaches to attract, hire, develop, and retain 
employees.  Human capital must be a key part of agency strategic plans to ensure 
that the DoD identifies the appropriate talent needs of the future and has mechanisms 
in place to attain those skills.   
 

The ability to attract, develop and retain top technical talent is imperative to 

successfully transition NC3 to the next generation.  DoD will need a diverse 

workforce that has an inclusive culture to generate innovative enterprise solutions.  

The government will be competing against other industries to attract talent that is in 

short supply to include cybersecurity, quantum computing, microelectronics, and 

hypersonics.  To win its share of this competition, the DoD must distinguish itself 

and the opportunity it provides by marketing its unique mission and US national 

security contribution. 

 

 Recommendations 

1. Define the Desired Architecture 

In order to maintain current technological advantages, and move beyond the current 

NC3 system, USSTRATCOM must define the desired NC3 Next Gen architecture, 

and identify which existing systems can be modernized in order to prioritize rapid 

development and fielding. 

A. Collaborate with Government-Funded Agencies 

DoD and industry partners must collaborate with UARCs and FFRDCs 

to prioritize efforts that focus on the most important technology areas 

for NC3.  The NC3 system is uniquely dependent on these organizations 

due to security classification requirements and niche technologies that 

do not have significant commercial applications (i.e., nuclear weapons, 

AEHF comms).  Many of the FFRDCs and UARCs are well connected 

with industry and ease successful transitions from R&D to production 

of military capabilities. 
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B. Create a High-Level Roadmap and Digital Engineering Platform 

The NC3 system would benefit from an End-to-End Digital Engineering 

Platform (NC3 High-Level Roadmap).  This platform should be 

obtained and developed through risk reduction efforts leading up to the 

manufacturing and development phase(s) of smaller projects or 

platforms.  The NEC could compete an Advanced Concept Technology 

Demonstration (ACTD) contract for industry to develop a Model-Based 

Systems Engineering (MBSE) and Digital Engineering Platform (DEP) 

for NC3 Next Gen.  This DEP would serve as a digital ecosystem for 

the NC3 enterprise that could be used to prototype and validate concepts 

prior to development.  Utilizing the roadmap and DEP concepts enables 

a strategic outlook on the NC3 enterprise, clarifies the business 

environment, and ensures new projects are relevant and effective prior 

to production. 

C. Incorporate Modularity 

The NEC must incorporate modularity into original design concepts so the 

next generation of NC3 is adaptable to the changing threat environment and 

emerging technologies.  It is reasonable to assume that the next generation 

architecture will be expected to endure for at least thirty years.  Long 

lifespans will require modular components that can be easily replaced as 

newer technologies emerge.  Additionally, greater modularity will improve 

interoperability between systems per 2018 NDS priorities.  The concept is 

also woven into the recently released Adaptive Acquisition Framework 

(AAF) process that emphasized the need for speed of delivery, continuous 

adaptation, and frequent modular upgrades. 

D. Solicit Threat-Based Research 

USSTRATCOM should update and re-release its’ Nov 2018 Next 

Generation NC3 Enterprise Challenge to solicit white papers from industry 

partners and academia that focus on the evolution of Russia and China’s 

future strategic positioning and specifically address unconventional threats 

and how to counter them.111 At a minimum, white-paper inputs should 

address three subjects: 

 Theorize Russia and China’s “strategic game board” in the 

2040-2080 timeframe.  How do Russia and China expect to 

maintain an asymmetric advantage and exploit the NC3 

weapons system? 

 Hypothesize Russian and Chinese technological developments, 

doctrinal changes, and political commitments necessary for 

Russia and China to retain their strategic advantage. 
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 Provide technological, doctrinal, and/or policy recommendations 

necessary to evolve the next generation NC3 enterprise to disrupt 

Russian and Chinese innovation. 

E. Form a Threat Monitoring Advisory Committee 

Form an advisory committee comprised of organizations that provide the 

most comprehensive threat analysis.  This committee would serve as a 

bridge between USSTRATCOM, FFRDCs, UARCs, and industry.  It will 

also provide an impetus for firms to continue investing Independent 

Research and Development funds into their internal NC3 business 

segments; a process in danger of disappearing without a clear long-term 

DoD plan.  This solicitation, and USSTRATCOM’s commitment to taking 

results-based action, will reinvigorate leaders within NC3 business 

segments and provide a much-needed intellectual catalyst for addressing 

future threats. 

2. Communicate a Clear Demand Signal 

There is a clear need for both modernization and new development in the NC3 system 

of systems.  Defining what that is and communicating that to the DIB, has been an 

obstacle in implementing the 2017 NSS and the 2018 NDS. 

A. Articulate the Modernization Plan 

Throughout multiple discussions with defense companies and 

government agencies, there was one consistent message: DoD must 

inform the DIB of its plan for modernizing the existing system as well as 

illustrate its concept for NC3 Next Gen.  The lack of clear requirements 

has caused industry paralysis with respect to action, innovation, and 

R&D.  In addition, current mechanisms do not exist which enable the 

NEC to actively solicit inputs from industry unless existing points of 

contact are known, contracts are already in place, or traditional 

contracting announcement processes are continuously monitored by 

companies.112 This lack of communication creates an “apparent lack of 

demand” and must be rectified. 

B. Provide Appropriate NEC Manpower 

If the DoD is serious about NC3 modernization then it needs to start 

treating the NEC as its’ charter states, “to design the next-generation 

NC3 architecture.”113 This begins with appropriately manning the NEC 

with high quality expertise of all ages.  Through in-field and in-class 

interactions with government and industry stakeholders, it was apparent 

they are not fully aware of what the NC3 modernization need is or what 

their role might be in meeting it.  Providing this human capital will give 

the NEC the expertise needed to get traction and structure development, 

project planning, and manning requirements.  It also allows for time to 
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outline a plan and determine the manpower needs to fully staff the NEC 

for long term success. 

C. Begin Execution Short of the 100% Solution 

Critical to the success of communicating a demand signal is accepting 

that the 100% solution may not be attainable, affordable, or complete 

within a reasonable timeline.  The NEC must consider that a less perfect 

solution, which is attainable, affordable and within a reasonable timeline, 

is likely better than the status quo.  The NEC has been working on 

developing a plan for NC3 Next Gen while concurrently trying to 

modernize the current architecture.  Despite modest gains, progress is 

insufficient to the task.  With experts throughout government working 

together on a single executable solution, ideas can be shared, resources 

pooled, duplication of efforts  eliminated, risks of cutting off good ideas 

can be mitigated, and a quicker path to an acceptable solution can be 

achieved. 

D. Identify and Exploit Disruptive Technologies 

A critical advantage of the NEC is the ability to identify the best of 

“mature” and “longshot” emerging technologies.  Furthermore, it is 

important to determine how to apply them across the enterprise.  Doing 

this over the life of the system requires a process and an organization to 

support it.  Deloitte consultants, Krawiec and Holden, have a process for 

identifying new disrupting technologies and applying them to an 

organization’s mission.  Their process has seven key steps: (1) horizon 

scanning, (2) use case identification, (3) selection of technology, (4) 

scenario planning, (5) business case development, (6) use case selection, 

and (7) deployment.114 There are emerging technology areas where the 

government has no choice but to be a first mover (i.e.  hypersonic 

weapons, electromagnetic spectrum dominance), but there are also dual 

use technologies (i.e.  cyber security, blockchain) that present 

opportunities to act as a fast follower and reduce R&D expenses.  In 

either case, selecting and deploying emerging technology requires 

leadership, organizational support, DIB partnerships, and an effective 

process to make it happen. 

 
3. Incentivize the Industrial and Innovation Bases 

 An ecosystem exists to support the NC3 innovation and industrial bases however, 

the government does not fully exploit the potential within them due to policy 

constraints.  These barriers must be removed to reach full market and innovative 

capacity. 

A. Increase annual Science Technology and Education (STE) allocations at 

FFRDCs. 
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Congress restricts the number of STE allocations to FFRDCs which has 

resulted in them routinely turning away quality applicants and impactful 

work.  However, UARCs are not bound to the same constraint.  Creating 

consistency between the two federally funded agencies by removing this 

congressional restriction would allow the organizations to continue to 

bring in new talent to support the NC3 enterprise.  Some private 

vendors, as well as their government representatives, may feel that 

FFRDCs are competitors.  However, using them for more basic and 

applied research, while prioritizing development for vendors, may 

alleviate this concern. 

B. Create and Subsidize Secure Small Business Centers 

Most small businesses do not have the resources or expertise to attain 

facility clearances to perform classified work.  One industry partner this 

industry study met with estimated that upgrading office space to comply 

with Special Access Program (SAP) requirements costs approximately $5 

million.115 Smaller suppliers and contractors cannot afford meeting 

facility security requirements and have little financial incentive for such 

an investment.  A solution to promote small sized supplier and contractor 

participation in NC3 is to create DoD-owned secure facilities designated 

for small businesses supporting critical work.  Constructing facilities 

around existing NC3 and communication equipment clusters (such as 

near Boston, MA), would enable more companies to compete and 

contribute and provide a larger human capital pool for all agencies 

involved.  Establishing these small-business-focused secure work centers 

will require additional funding and infrastructure; therefore, the DoD 

must prioritize congressional advocacy for the effort. 

C. Leverage Mutually Beneficial Relationships 

The DoD needs innovative technology to bolster NC3, and industry needs 

to raise capital to develop emerging technology.  Both can use each 

other’s needs and comparative advantages for mutual gain.  The DoD can 

initiate this partnership by: (1) offering non-dilutive financial support that 

does not require taking an equity stake in the company, (2) sharing 

resources such as classified facilities, test ranges, and datasets, (3) 

accelerating the 3-5 year patent application process to less than a year by 

labeling the application a “national security priority,” and (4) serving as 

an early adopter for a product, providing a “government seal of 

approval,” and giving businesses a “leg up” on the commercial market.116
 

D. Create Interoperability Within Programs 

Leverage dual use functions to expand the supplier base.  DoD designed 

the current NC3 architecture as largely segregated from all other 
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communication systems due to the need for hardened thin line 

communications and its special mission.   If a new NC3 architecture 

incorporates dual use functions such as Joint All Domain Command and 

Control (JADC2) into the design, the sustainability of the supply chain 

would significantly increase.  The NC3 enterprise would benefit from a 

diversification of suppliers, economies of scale, and the ability to 

leverage multiple systems to send Emergency Action Messages.  

Pursuing dual-use technologies lessens the likelihood that any single 

supplier failure would lead to NC3 mission failure.  As dual use 

technologies and platforms evolve, linked NC3 systems will 

automatically be upgraded, possibly without the need for extra NC3-

specific funding or attention. 

 
4. Create Effective Governance and Acquisition Agility 

The DoD acquisition structure supporting NC3 is complex and stove piped.  

Historically, NC3 has been viewed as a stand-alone capability operating on dedicated 

equipment.  Additionally, most of the PEOs responsible for NC3 acquisitions are not 

focused on NC3; they are PEOs for other functions with only the JCIDS process and 

acquisition officials providing a clear integrating function among them.  Furthermore, 

while the NC3 scope of this paper precludes an in-depth examination of JADC2 and 

the NLCC, it concludes that NC2 is a function of the NLCC, and that nuclear forces 

must be a component of JADC2.  For the US to make the most efficient investment in 

these functions and networks, the DoD must consider inter-relationships between them 

and more clearly define and document their interfaces and dependencies. 

A. Designate a JADC2 Enterprise Lead and Integrate with NC3 

DoD should designate a JADC2 enterprise lead, define a clear 

governance structure for JADC2, as well as, between the JADC2 and 

NC3 sensor/communication/weapon networks.  At the same time, it 

should develop a plan to integrate JADC2 and NC3.  Given the inherent 

joint world-wide integrating nature of JADC2, the lead for this 

enterprise should be a joint leader with world-wide responsibility in all-

domain operations.  The Vice-CJCS may be the best candidate for this 

effort because of that position’s joint all-domain nature and connection 

with NLCC governance.  Finally, the governance structure should nest 

NC3 as a subset of JADC2. 

B. Integrate NC3 Acquisition Under One PEO for Each Service 

The mechanisms of NC3 acquisition used by the Air Force and Navy 

employ multiple PEOs and dozens of program offices without clear 

integrating functions.  This multiplicity exacerbates the difficulty in 

developing, acquiring, and implementing efficient, affordable, and 
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seamlessly integrated NC3 capabilities and complicates NEC 

coordination activity with the services.  As such, the Air Force and Navy 

should integrate NC3 acquisition under one PEO for each service.  The 

Air Force designated the Nuclear Weapons Center NC3 Integration 

Director as the “principal integrator” for the Air Force’s AN/USQ-255 

NC3 weapon system and that office is the best candidate for a single AF 

NC3 PEO.  The Navy’s best candidate is its Strategic Systems Program 

(SSP) office which executes acquisition for the TRIDENT II Strategic 

Weapons System. 

C. Establish Component Acquisition Executive (CAE) Responsibilities within 

USSTRATCOM Staff 

While the NEC is tasked with creating the blueprint for a modernized 

NC3 system, it does not have acquisition authority to procure it.  As a 

result, all purchases must be managed by the individual services and 

their acquisition distributed organizations.  This is a fundamental flaw in 

the current construct and one that defeats the proposed benefits of a 

singular leadership authority bestowed upon the STRATCOM 

commander.  To resolve this issue, the NEC should be given authority to 

direct the services what to acquire for future NC3 modernization 

activities.  An example of this construct currently exists within Special 

Operations Command (SOCOM).  STRATCOM staff could assume 

Component Acquisition Executive (CAE) responsibilities specific to 

NC3.  This would allow the NEC direct access to the CAE thereby 

allowing it to negotiate memoranda of agreement with the military 

services to acquire equipment, material and supplies to facilitate its NC3 

concept.  This would solidify the NEC’s ownership of NC3 and give its’ 

parent command the authority to direct service acquisitions. 

D. Adopt Agile and DevSecOps Methodologies 

The adoption of Agile and DevSecOps methodologies is vital to the rapid 

delivery and development of adaptive NC3 software capabilities.  These 

techniques insert an iterative process with a user integrated approach that 

races to produce minimally viable products for rapid integration.  Given 

the decentralized nature of NC3 acquisition and sustainment activities, a 

DevSecOps Joint User Experts’ Team is recommended.  The NEC 

should resource a NC3 DevSecOps integrated product team (IPT) of 

Joint-User experts across the multiple NC3 platforms and commodities. 

These dedicated NC3 resources, while distributed across the different 

acquisition and sustainment organizations, would be DevSecOps trained 

and intricately linked to NC3 software development efforts via digital 

platforms and tools.  Budgets for intensive and continuous Agile and 

DevSecOps training and expertise development must also be included.  
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Finally, workforce resourcing should be planned and funded by the 

NEC, and negotiated with the involved acquisition organizations, well in 

advance of any NC3 DevSecOps program initiation. 

 
5. Mitigate Industry Security Clearance/Facility Challenges 

Participation and collaboration in the NC3 enterprise is limited by the stringent security 

environment in terms of access to information and clearances for personnel and 

facilities. 

A. Expedite Security Clearances for Personnel Supporting NC3 

Although the backlog of security investigations has declined since the 

standup of the Defense Counterintelligence and Security Agency 

(DCSA), there is still plenty of room for improvement.  For example, 

initial top-secret clearances for the DoD industry averaged 289 days 

during the fourth quarter of FY 19.117 Many NC3 clearances require even 

more time.  A solution could include DCSA adoption of a new policy 

that expedites clearances for government and industry personnel 

involved with NDS priorities such as NC3.  Another option is to apply 

data analytics to determine risk factors and streamline the process 

accordingly.  If suppliers are guaranteed timely and predictable clearance 

adjudications, they will be more likely to compete in the NC3 space. 

B. Adjust Classification Status to Lowest Level of Acceptable Risk 

The Top Secret and Special Access Program classification levels create 

significant barriers to entry for most firms.  To widen the potential supplier 

base, the DoD should actively pursue acquisition of equipment and material 

at the lowest possible classification level.  The DoD should perform risk 

and classification assessments of individual systems and pursue proper 

acquisition channels to maximize suppliers and subsequent competition.  As 

an example, according to IBISWorld, as of 2020, there were 714 

communication equipment manufacturers in the U.S.118 If DoD designates a 

blanket Top Secret / Special Access Program acquisition strategy across 

NC3 Next Gen, then only a handful of those companies will contribute to 

NC3. 

C. Develop a Cloud-Like Classified Network 

While industrial security policies seek to protect critical government 

interests, they have a negative impact on industry.  In order to comply with 

such policies, industry partners must implement costly security measures 

such as construction of SCIFs and classified networks.  Firms outside the 

market face significant capital investment requirements to compete for NC3 

contracts, particularly in terms of meeting security requirements for SCIF 
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space and classified information technology systems.  As a result, 

prospective entrants will choose not to enter the market.  To reverse these 

trends, the government should develop a cloud-like classified network that 

NC3 partners can use.  In addition to increasing the potential for innovation 

by opening the number of partners with access to a classified network, the 

government would be better positioned to monitor the security of a single 

network as opposed to the disparate ones currently in use. 

 

 Conclusion 

NC3 Modernization needs a jump start.   The 2018 NDS outlines modernization priorities 

and the nuclear triad, to include NC3, is the first area addressed under the increase 

lethality priority.   This prioritization is heavily influenced by emerging threats posed by 

great power competitors, antiquation and failings of the legacy system, rising sustainment 

costs, and the chance to harness powerful new technologies and processes.   

STRATCOM has been designated the operational lead for NC3 and billions of dollars are 

budgeted to support NC3 modernization.   Despite senior leadership support and 

resourcing, progress to modernize NC3 has been painfully slow.   This is not without 

reason.   STRATCOM leaders face some daunting challenges:  technical complexity, 

culture clashes, a lean DIB and innovation base with high barriers to entry, supply chain 

and human capital challenges, as well as delays from acquisitions and C2 entanglement 

(JADC2/NLCC).    

As history has proven, wicked problems like modernizing NC3 can be effectively solved 

when the triple helix is employed.   The triple helix is where the government, industry, 

and academia collaborate to promote and sustain creative thinking in an innovation 

ecosystem.   The 2020 Eisenhower School NC3 Industry Studies team concluded that 

significant effort should be applied to improving the triple helix for NC3 and provided 

five series of recommendations for doing that.   To jump-start an integrated 

modernization process for NC3, STRATCOM NEC must define the desired architecture 

for the next generation NC3 system.   Once defined, STRATCOM should create a strong 

demand signal that clearly communicates requirements for NC3 to the triple helix.   That 

alone will drive action but incentivizing the DIB and innovation base to meet those 

requirements, and mitigating acquisitions and security challenges will deliver faster 

results. 

If we expect nuclear deterrence to be a cornerstone of strategic security in the future, as it 

has been for most of the last 70 years, decisive action is required to modernize the 

nation's NC3 system.  
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APPENDIX A: Definitions 
 

Governance.  The process by which an organization safeguards the interests of its stakeholders.  

The governance process ensures accountability, fairness, and transparency and provides a system 

of checks and balances that is a combination of those with associated and distributed responsibility 

to verify its proper execution.  (CJCSI 3280.01C) 
 

Nuclear Command and Control (NC2).  The exercise of authority and direction by the President, as 

Commander-in-Chief of the U.S.  Armed Forces, through established national command authority lines 

over nuclear weapons, nuclear weapon systems, and nuclear weapon operations of military forces.  

(Source: Presidential Policy Directive (PPD)-35) 

 

NC2 mission essential functions (Source: Chairman, Joint Chiefs of Staff Instruction (CJCSI) 

6811.01C, Nuclear Command and Control System Technical Performance Criteria): 

 

 Force Management.  Force Management is the set of Command, Control, and 

Communications (C3) activities relating to the assignment, training, deployment, maintenance, and 

logistic support of nuclear forces and weapons, before, during, and after any crisis. 
 

 Planning.  Planning is the set of C3 activities relating to the development and modification of 

plans for employment of nuclear weapons and other operations in support of nuclear employment 
 

 Situation Monitoring.  Situation Monitoring is the set of C3 activities relating to the collection, 

maintenance, assessment, and dissemination of information on friendly forces; adversary forces and 

possible targets; emerging nuclear powers; and military, political, environmental, and other events. 
 

 Decision Making.  Decision Making is the set of C3 activities relating to the assessment, 

review, and consultation regarding consideration for use or movement of nuclear weapons or the 

execution of other nuclear control orders. 

 Force Direction.  Force Direction is the set of C3 activities relating to the implementation 

(preparation, dissemination, and authentication) of decisions regarding the execution, termination, 

destruction, and disablement of nuclear weapons. 
 

Nuclear Command and Control System (NCCS).  The Nuclear Command and Control System is the 

combination of capabilities necessary to ensure the authorized employment and termination of nuclear 

weapon operations under all threats and scenarios; to secure against accidental, inadvertent, or 

unauthorized access to U.S.  nuclear weapons; and to prevent loss of control, theft, or unauthorized use 

of U.S.  nuclear weapons.  Collectively, these capabilities help ensure the effectiveness of the U.S.  

nuclear deterrent.  (Source: PPD-35) 

Nuclear Command, Control, and Communications (NC3).  The means through which Presidential 

authority is exercised and operational command and control over U.S.  nuclear forces is conducted.  The 

NC3 system is part of the larger NLCC, which encompasses the three broad mission areas of: (1) 

Presidential and senior leader communications; (2) NC3); and (3) continuity of operations and 

continuity of government communications.  Facilities, equipment, communications, procedures, and 

personnel that enable presidential nuclear direction to be carried out.  (DoDD S-5210.81) 

 

NC3 System.  The NC3 System is the means through which Presidential authority is exercised and 

operational command and control of nuclear operations is conducted.  The NC3 System is part of the 

larger National Leadership Command Capability (NLCC), which encompasses the three broad mission  
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APPENDIX A: Definitions 
 

areas of: (1) Presidential and senior leader communications; (2) NC3; and (3) continuity of operations 

and continuity of government communications.  (Sources: PPD-35 and DoDI S-3730.01, Nuclear 

Command, Control, and Communications (NC3) System, see sources for the full, classified definition) 

 

NC3 Architecture 

The NC3 system is a large and complex system of systems comprised of numerous terrestrial, airborne, 

and space-based components used to assure connectivity between the President and nuclear forces.  The 

current NC3 architecture consists of systems that support day-to-day nuclear and conventional 

operations prior to a nuclear event, as well as those systems that are to provide survivable, secure, and 

enduring communications through all threat environments. 

 

NC3 Enterprise Center (NEC) 

Oversees and manages NC3 operations, maintaining enterprise-wide visibility, assessing 

comprehensive operational and technical risk, and—with NC3 stakeholders’ participation—develops 

and advocates future capabilities, risk management options, and prioritization recommendations.  The 

NEC acts as the heart of the NC3 enterprise, which has the primary goal of focusing on restructuring 

situation monitoring, decision-making, force direction, force management and planning for NC3. 

 

National Leadership Command Capability (NLCC).  A capability encompassing the entirety of the 

DoD command, control, communications, computer, intelligence, surveillance, and reconnaissance 

systems and services that provides national leadership, regardless of location and environment, with 

diverse and assured access to integrated, accurate, and timely data, information, intelligence, 

communications, services, situational awareness, and warnings and indications from which planning 

and decision-making activities can be initiated, executed, and monitored.  This capability includes 

appropriate interagency contributions as agreed to.  (DoDI 3710.01) 

 

National Military Command System (NMCS).  The NMCS provides senior leaders with assured 

access to a secure and collaborative information environment that enables situational awareness, course 

of action development, national-level decision-making, force execution, and monitoring across the 

range of military operations.  CJCSI 3280.01D, National Military Command System, identifies the five 

NC2 Mission Essential Functions as five of the six Mission Essential Tasks supporting the NMCS 

mission essential function “continuous, survivable, and secure NC2”.  (Source: CJCSI 3280.01D) 

 

Thick-Line Communications 

The first layer is the day-to-day and crisis architecture, which can also be described as a “thick-line.” 

This architecture supports current U.S.  national policy in that it responds under all conditions in both 

peacetime and war to provide the means to exercise positive control and direction by the President, the 

Secretary of Defense, and Combatant Commanders; provides secure, reliable, immediate, and 

continuous access to the President; and provides robust command and control over nuclear and 

supporting government operations.  (NMHB) 
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Thin-Line Communications 

The second layer provides the survivable, secure, and enduring architecture known as the “thin-line.” 

The thin-line responds to policy that requires assured, unbroken, redundant, survivable, secure, and 

enduring connectivity to and among the President, the Secretary of Defense, the CJCS, and the 

designated commanders through all threat environments to perform all necessary NC2 functions.  The 

thin-line NC3 architecture must be sustained and supported during any modernization effort to ensure 

presidential requirements can be met.  (NMHB)
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